
Security and Compliance
in the Cloud



Today’s 
Agenda 

➔ Cloud Updates and Trends

➔ Industry Regulations and
Framework Application

➔ Key Risks and Controls

➔ Protecting AWS Workloads

➔ Q & A throughout
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BARR’s MISSION

3

To simplify the path
to security and compliance
for a more secure world.



BARR’s CLIENTS
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We serve innovative 
technology companies and 
cloud service providers.



BARR Advisory Services 
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✔ SOC Examinations [SOC 1, SOC 2, SOC 3, SOC for Cybersecurity]

✔ Healthcare Compliance [HIPAA/HITECH, HITRUST]

✔ Certification to ISO [ISO 27001, 27017, 27018]

✔ Government Assessments [FedRAMP, DFARS, NIST 800-53]

✔ PCI Compliance

✔ Penetration Testing 

✔ IT Governance, Risk, and Compliance

✔ Virtual CISO Services 
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Cloud Updates and Trends 
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Cloud Models
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Cloud Models — Who is responsible for what?
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Source: Multiple; http://cloudonmove.com/iaas-paas-saas-what-do-they-mean/
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Cloud Models — Who is accountable for what?
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Shared Responsibility Model — AWS

10Source: https://aws.amazon.com/compliance/shared-responsibility-model/
 © BARR Advisory, P.A. All rights reserved. 



Shared Responsibility Model — VMware Cloud on AWS

11Source:https://docs.vmware.com/en/VMware-Cloud-on-AWS/solutions/VMware-Cloud-on-AWS.39646bad
b412ba21bd6770ef62ae00a2/GUID-31CC90E5EB22075B2313FA674D567F2A.html  © BARR Advisory, P.A. All rights reserved. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/solutions/VMware-Cloud-on-AWS.39646badb412ba21bd6770ef62ae00a2/GUID-31CC90E5EB22075B2313FA674D567F2A.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/solutions/VMware-Cloud-on-AWS.39646badb412ba21bd6770ef62ae00a2/GUID-31CC90E5EB22075B2313FA674D567F2A.html


Knowledge Check #1



History of the Cloud — Is history repeating itself?

• 1950s Mainframes (“Time-Sharing”)

• 1960s “Intergalactic Computer Network”
• 1970s UNIX Era and opensource

• 1980s PC Era

• 1990s Distributed Computing Environment
• 1999 Salesforce (applications over the Internet)
• 2006 Elastic compute cloud (EC2)
• 2009 Web 2.0 – Browser based applications
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Emerging Trends — Is history repeating itself?

• Hybrid cloud to edge computing (real time processing)

• Deplatforming and decentralization of data processing

• Monolithic architectures to a Microservice architecture

14
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Emerging Trends — Microservices

15
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Emerging Trends — Microservices

• ...the microservice architectural style is an approach to developing a 
single application as a suite of small services, each running in its own 
process and communicating with lightweight mechanisms, often over 
HTTP resources or API.

- Martin Fowler
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Emerging Trends — Microservices
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“Security is two different things: it’s a feeling, and it’s a reality. And 
they’re different.” — Bruce Schneier

Compliance vs. Security—is there a difference? Is compliance more a 
feeling of real security vs. reality?

Compliance + Security = Trust

reality…..

Security — Feeling secure vs. reality



Knowledge Check #2



Cloud Adoption

20
 © BARR Advisory, P.A. All rights reserved. 

Source: https://www.oreilly.com/radar/cloud-adoption-in-2020/

https://www.oreilly.com/radar/cloud-adoption-in-2020/


Cloud Adoption — Are organizations still concerned 
about cloud security and compliance?
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57% believe that cloud apps 
are as secure or more
secure than on-premises 
applications,

2018 Spotlight Report Crowd Research Partners
 © BARR Advisory, P.A. All rights reserved. 

https://crowdresearchpartners.com/wp-content/uploads/2018-Cloud-Security-Report.pdf


Cloud Adoption — (Most) cloud solutions offer better 
security, but skills are needed

What are the biggest barriers holding back cloud adoption in your organization?

222018 Spotlight Report Crowd Research Partners
 © BARR Advisory, P.A. All rights reserved. 

https://crowdresearchpartners.com/wp-content/uploads/2018-Cloud-Security-Report.pdf


Cloud Models — What are the risks? 

SaaS Applications 
(People/Goods)

IaaS 
(Roads)

DevOps and Other 
Platforms (Vehicles)

• Account hijacking

• Inadequate identity and credential 
management (i.e., managed by the 
business)

• Accounts hard coded in third party 
applications

• External sharing of data

• Abuse of services

• External sharing of data

• Mismanaged account keys

• Insecure APIs; more APIs to
manage and less “servers”

• Platform managed by
Developers, engineers, and the business 
vs. IT

• When DevOps is not integrated
as a DevSecOps

• Lack of attention to powerful 
service account that orchestrates 
entire ecosystems

• Resources change often
(i.e., immutable infrastructures)

23
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Cloud Models — DevOps tools (risk and opportunity) 

24Source: https://xebialabs.com/periodic-table-of-devops-tools/
 © BARR Advisory, P.A. All rights reserved. 



Cloud Models — “Infrastructure as a Code”

25
Source: https://xkcd.com/1428/

 © BARR Advisory, P.A. All rights reserved. 

https://xkcd.com/1428/


Cloud Models — “Infrastructure as a Code”

26
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Cloud Models — “Security as a Code”

• Velocity of change enabled by DevOps demanded DevSecOps

• “Infrastructure as Code” has enabled “Security as Code”

• Using Continuous Integration and Continuous Delivery as control 
backbone

27
 © BARR Advisory, P.A. All rights reserved. 



Data Matters — The new oil

28

Gold Rush 
(1849)

Oil Boom
(20th Century)

Data Exhaust
(Now)

Cost of a breach,
according to Ponemon:
$3.86M (global average)

Time to identify/contain: 280 days
$380/record (healthcare)

$245/record (financial services)
 © BARR Advisory, P.A. All rights reserved. 



Discussion 

• What are your current challenges or concerns when it comes
to the cloud?

• What do you care about?
• What don’t you care about?

29
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Knowledge Check #3



Industry Regulations and 
Framework Application 
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Key Frameworks, Regulations, and Reporting —
Many choices

32

Frameworks Regulations/Industries Reporting/Certifications

• COBIT 2019
• SOC for Cybersecurity
• NIST CSF 1.1
• ISO 27001, 27017, 

27018
• CIS Critical Security 

Controls
• Cloud Security Alliance 

(CSA)

• GDPR (“opt-in”)
• CCPA (“opt-out”)
• PCI DSS
• DFARS
• GLBA
• New York 

Cybersecurity DFS
• HIPAA / HITECH
• FISMA
• FFIEC

• HITRUST
• FedRAMP
• SOC 1, SOC 2, SOC 3
• ISO 27001, 27017, 

27018
• ISO 27701 (Privacy)
• PCI DSS 3.2.1
• CSA STAR
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Key Frameworks, Regulations, and Reporting —
Using COBIT to integrate frameworks and align IT to business

Source: Modified from COBIT

 © BARR Advisory, P.A. All rights reserved. 
Source: Modified from COBIT



Key Frameworks, Regulations, and Reporting —
Regulatory Considerations
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GDPR HIPAA PCI 3.2.1

• Data inventory / reduce scope

• Controller, processor, recipient

• Incident definition and reporting 
(i.e., 72 hour rule)

• Subject Access Rights (SAR) Request

• Individual rights to compensation

• Cloud processor due diligence of 
their customers (i.e., controllers)

• Old expressed consents that are 
inadequate

• Data inventory / reduce 
scope

• Incident definition and 
reporting (i.e., 60 days to 
secretary)

• Using Cloud to process ePHI 
without a BAA in place

• Encryption is good, but does 
not exempt you or CSP from 
HIPAA rules

• Data retention and disposal 
SLAs

• Data inventory / 
reduce scope

• Segmentation (VPCs)

• Tokenization

• P2PE

 © BARR Advisory, P.A. All rights reserved. 



Key Frameworks, Regulations, and Reporting —
Leveraging and Reviewing SOC Reports

35

Scope Report Summary Applicability

Internal Control Over 
Financial Reporting

SOC 1 • Detailed report for users and their 
auditors 

• Once referred to as SSAE 16

• Focused on controls that 
support financial reporting

Operational Controls SOC 2 • Detailed report for user organizations, 
their auditors, and specified parties

Broad variety of systems 
focused on the following 
categories: Security, Availability, 
Confidentiality, Processing 
Integrity, Privacy + Additional 
Criteria in SOC 2 (i.e., HIPAA)

SOC 3 • Short report that can be more generally 
distributed

Entire Entity SOC for Cybersecurity • Reporting framework over an entire 
entity’s cybersecurity risk management 
program and related controls

• Can have other specific 
uses such as management 
reporting to a board or 
audit committee

• Demonstrate and 
communicate due 
diligence and due care in 
the entity’s cybersecurity 
program



Key Frameworks, Regulations, and Reporting —
Leveraging and Reviewing SOC Reports
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• Management’s assertion (usually section 1)
• Auditor’s opinion (usually section 2)

• Unqualified (clean), qualified, adverse, disclaim
• Scope / criteria used
• “Carve out” or “inclusive” of subservice organizations
• Type 1 or Type 2

• System Description (usually section 3)
• Does the system include your relied system
• Complementary user entity control
• Complementary subservice organization controls

• Controls and tests of controls (usually section 4)
• Any exceptions
• Any controls missing that do not address your risks of using the service 

organization
• Criteria used in the examination

• Other Information (usually section 5)



Knowledge Check #4



Key Risks and Controls 
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39
 © BARR Advisory, P.A. All rights reserved. 

Cloud Controls — Maturity Process



Cloud Controls — “Lean InfoSec” Controls
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SaaS Applications 
(People/Goods)

• Multi-factor authentication
• Log resources / workflow 

public shares
• Store encryption keys of your 

data in separate cloud 
environments

• SAML / SSO / Federated 
Identity Management

• Consider a CASB

IaaS (Roads)
• Automatically rotate access 

keys after use
• Patching with continuous 

deployment / immutable infra

DevOps and other Platforms 
(Vehicles)

• Automated testing
• Vulnerability / pen test non 

production environments
• Endpoint management for those 

with tools on the endpoint
• “Infrastructure as code” process!
• API security

 © BARR Advisory, P.A. All rights reserved. 



41
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• Common Control Considerations

• API hygiene including inventory, testing, auditing

• Authenticate API consumption (i.e., API key, access token, short lived certs)

• Credential and key management

• Rate limit for protection of DDoS and availability issues

• Use of open API frameworks

• Inject chaos (Netflix Chaos Monkey)

• Reduce single points of failure

• Encrypt all traffic

• Logging and monitoring

Cloud Controls — Microservices



42
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• Common Control Considerations

• Endpoint and mobile device management

• Use the latest version of OS and internet connected applications

• Disallow weak passwords (both by policy and system enforcement)

• Encryption, Encryption, Encryption

• Multi-factor authentication

• Phishing protections

• Baseline security hardening

• Whitelisting

• Don’t expose systems to the public internet

• Hire the hackers before the bad guys

Cloud Controls — Basic Lean InfoSec



Protecting AWS Workloads

43



AWS Best Practices — Basics

44
 © BARR Advisory, P.A. All rights reserved. 

• Common Elements

• VPC - Network

• EC2 - Servers

• RDS - Database

• S3 - Storage

• Load balancer

• CloudWatch

• CloutTrails

• AWS Lambda

• AWS ECS (i.e. Fargate) 
and serverless 
compute 

https://www.lucidchart.com/documents/edit/e0321b57-7298-41ef-8221-0d7e8af4ed63/0?callback=close&name=slides&callback_type=back&v=214&s=466.26122834645673


AWS Best Practices — AWS to GCP translation

45
 © BARR Advisory, P.A. All rights reserved. Source: https://cloud.google.com/free/docs/map-aws-google-cloud-platform

https://cloud.google.com/free/docs/map-aws-google-cloud-platform


AWS Best Practices — Basics

46
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AWS Best Practices — Example Domains

• Governance

• Technical

• Network configuration

• Asset management

• Access control

• Change

• Incident management

• Disaster recovery

47
 © BARR Advisory, P.A. All rights reserved. 



AWS Best Practices — Governance

• Know the roles and responsibilities

• CEO - set the culture

• CISO - MindMap - own the program
– Define the policies

• CIO - Sanctioned vs. unsanctioned IT

• CFO / COO - not just about the budget

• Legal - include InfoSec in contract review

• CAE - deploy automated testing

48
 © BARR Advisory, P.A. All rights reserved. 

http://rafeeqrehman.com/2018/05/21/ciso-mindmap-2018-what-do-infosec-professionals-really-do/


AWS Best Practices — Governance

• Review shared responsibilities matrix for your requirements

• PCI

• NIST CSF

• HIPAA

• Whitepapers

49
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AWS Best Practices — Governance

• Execute key compliance artifacts

• GDPR DPA is part of terms

• HIPAA BAA

• Nondisclosure

• SLA requirements

50
 © BARR Advisory, P.A. All rights reserved. 



AWS Best Practices — Governance

• Determine monitoring

• Open source vs. enterprise

• Define baselines

• Document architecture
– How many accounts?
– Multi tenant?

• Determine org accounts

• Determine billing set up

• Leverage AWS Lambda

• Consider other tools such 
as AWS Inspector, Config, 
Guard Duty, Macie, Secrets

51
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AWS Best Practices — Network configuration

• CIS Benchmarks

• 4.1/2 Ensure no security groups allow ingress from 0.0.0.0/0 to port 22 or 3389 (even 
better is not not allow ingress outside of console using systems manager or entirely 
serverless compute)

• 4.3 Ensure VPC flow logging is enabled in all VPCs 

• 4.4 Ensure the default security group of every VPC restricts all traffic 

• 4.5 Ensure routing tables for VPC peering are "least access"

• Group services in VPC

• Web facing service >

• Internal services

• Bastion host subnet for SSH

52
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AWS Best Practices — Asset Management

• Use the asset tagging feature in AWS

• Determine standard build images used and how they are hardened

• Data retention and classification considerations

• S3 > "Management" Tab > "Lifecycle" subtab

• AWS Macie - Machine Learning Data Classification and DLP

53
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AWS Best Practices — Access Control

• Review credentials report (i.e., root use, access key use, password 
use)

• Root

• Turn logging and MFA on; revoke access key, and do not use for daily tasks

• Revoke root access keys and only use for initial IAM set up (do not use roo 

• Attach policies to roles and groups, not users

• Be aware of S3 buckets open to public; establish policies

• Automatically rotate access keys and remove password sys accounts

• API Mgmt ("Bool" : { "aws:MultiFactorAuthPresent" : "True"}

• Leverage secrets manager to ensure no hard coded secrets 54
 © BARR Advisory, P.A. All rights reserved. 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html


AWS Best Practices — Change Control

• Use branch protection with source code

• DevSecOps and automated testing

55
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Source: VerSprite



AWS Best Practices — Incident Management

• Integrate AWS (i.e., CloudTail/CloudWatch with SIEM / Security 
analytics tools)

• Ensure CloudTrail is enabled in all regions with integration to 
CloudWatch

• Ensure S3 buckets where logs exist are not public

• Enable log metrics (i.e., unauthorized APIs, console sign-in without 
MFA, VPC changes, root sign in, etc.)

56
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AWS Best Practices — BCP/DR

• Enable multi-AZ in RDS

• Determine if multiple regions are required

• Business impact assessment

• Data transferability

• RPO and RTO definitions

57
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Brad Thies
Principal, BARR Advisory
+1 (913) 579-8314
bthies@barradvisory.com

Contact Us
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