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Position:
Senior Consultant, CISO Advisory (REMOTE)

About BARR Advisory

At BARR Advisory, we exist to simplify the path to security and compliance for a more secure world.
BARR is a cloud-based security and compliance solutions provider, specializing in cybersecurity and
compliance for Software as a Service (SaaS) companies.

A trusted advisor to some of the fastest growing cloud-based organizations around the globe, we
simplify compliance across multiple regulatory and customer requirements in highly regulated
industries including technology, financial services, healthcare, and government. Businesses looking
for the accessibility of a boutique firm with the tools and expertise of a global consulting firm will
find a partner in us.

Job Description

We are seeking a (Remote) Senior Consultant, CISO Advisory to support our growing practice that
provides CISO advisory services to small-to-medium-sized companies in need of a virtual CISO. The
Senior Consultant is responsible for planning and executing various engagements including,
gap/readiness assessments, policy and procedure documentation, vendor risk managements, risk
assessments, external audit assistance.As such, the Senior Consultant is charged with assisting in
various facets of the core business including, but not limited to, documentation assistance, project
management, participation in sales meetings, proposal writing, and other consulting engagements.

Preferred Qualifications

e Three (3+) years of relevant experience in information security consulting, preferably from a
large national consulting or CPA firm. Experience with auditing information systems is also
preferred.

e Experience performing gap assessments against regulatory and industry frameworks,
including the ability to facilitate working sessions with clients to identify, analyze, risk rank
and prioritize gaps and associated remediation recommendations.

e Experience documenting and implementing information security policies and supporting
procedures.

e Working knowledge of concepts related to incident management, security awareness
training, business continuity/disaster recovery, vulnerability management, and compliance
activities.

Experience responding to vendor due diligence or third party risk management in general.
Working knowledge of regulatory or industry frameworks related to information security,
including SOC, ISO 27001, HIPAA Security Rule, NIST CSF, HITRUST, CSA STAR, NYDFS, CIS Top
20)

e Experience leading or participating in information security audits, specifically SOC and ISO
27001 audits.

e Working knowledge of technologies across the following areas preferred:

o laaS/PaaS: AWS, GCP, Azure, Heroku, Digital Ocean
o Infrastructure systems: Windows OS, Linux (e.g., Ubuntu, Debian, Amazon Linux),
SQL Server, PostgreSQL, MySQL, Terraform, Kubernetes, Docker
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Change management tools: GitHub, BitBucket, GitLab, Jenkins, CircleCl, Maven, etc.
Vulnerability management tools: Qualys, BurpSuite, Tenable
Endpoint protection: Jamf, Kaseya, Carbon Black
Security monitoring: Threat Stack, AlertLogic, AWS Inspector, AWS Systems Manager,
Google Security Command Center, Azure Security Center

o Incident alerting: PagerDuty, Ops Genie, Victor Ops
Familiarity with tools, such as GSuite, JIRA, Confluence, Slack
Excellent interpersonal, written and verbal communication skills
Exemplary time-management skills with the ability to juggle multiple projects and priorities
Must be a team player, passionate about the BARR mission and have an innovative mindset
One or more of the following certifications is preferred:
Certification Information Systems Auditor (CISA)
Certified Information Systems Security Professional (CISSP)
Certification Information Security Manager (CISM)
Security +
Preferred, but not required, bachelor's degree from an accredited university in information
systems, cyber security, or information technology-related field IT or a related field. If
experience and applicable certifications are achieved, degree not required.
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Job Perks and Benefits

0-30% travel to client engagements

Working from home or an office location of your choice when not traveling

Monthly reimbursement for home office/equipment

Competitive salary, unlimited PTO, paid holidays

Variable compensation bonus

Generous 401k plan with employer matching

Stock Appreciation Rights

Free health coverage, including dental, through Blue Cross Blue Shield of Kansas City
Opportunity to earn various industry certifications (CPA, CISA, ISO Assessor, CISA, PClI QSA)
AmEx Platinum Benefits

Work-life balance: BARR associates enjoy at least five weeks paid time off

Fun, collaborative environment with a tight-knit team

Job Location
Virtual/United States

Job Type
Full time/regular

Interested applicants should send their cover letter and resume to
Whitney at wlindsey@barradvisory.com.

BARR Advisory is an equal opportunity employer and all qualified applicants will receive consideration for
employment without regard to age, race, color, religion, sex, gender identity, sexual orientation, national origin,
disability status, protected veteran status, or any other characteristic protected by law.
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We are proud to be an inclusive workplace and are committed to hiring and developing diverse talent, which
includes making reasonable accommodations to enable individuals with disabilities to perform the essential
functions.

Unfortunately, at this time, we cannot consider candidates that require sponsorship to work in the US, now or
in the future. We are also not in a position to consider candidates that currently reside outside of the United
States.



